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             North Horsham Parish Council 
                              
  

 
 

COMMUNICATIONS POLICIES 
 

The following suite of policies aims to give guidance on all aspects of communication. 
 

1. Policy on the use of the internet, e-mail and IT equipment.  
2. Media Policy  
3. Social Media Policy. 

 
 

1. POLICY ON THE USE OF THE INTERNET,  
EMAIL AND IT EQUIPMENT   

Originally adopted November 2014 
 

1. Policy Statement 
North Horsham Parish Council is committed to maintaining a safe and proper use of all its IT 
facilities, including the use of email, the internet and IT equipment for the effective communication 
and protection of the business of the Parish Council, its staff and Councillors.   
 
2. Key Principles 
North Horsham Parish Council’s Policy on the use of the internet, email and IT equipment is based 
on the following principles –  
 

• That use of the Council’s email facilities are permitted and used in a safe and lawful manner.  
 

• That use of the internet on Council equipment is permitted and used in a safe and lawful 
manner.  

 

• That monitoring of the use of the Council’s email systems and the internet may take place 
within the scope of the General Data Protection Act 2018. 

 

• That the Council’s IT systems and equipment are protected with a range of IT security 
measures. 
 

• That the potential consequences of breaches to this Policy are clearly identified. 
 

3. Who does the policy apply to? 
The Policy applies to all employees and Councillors of North Horsham Parish Council. 
 
4. Review of the Policy 
Subject to any new legislation, changes in case law which require immediate amendment or the 
requirements of the Parish Council, the Policy will be reviewed every two years. 
 
5. Use of E-mail systems 
North Horsham Parish Council’s email system is intended to promote effective communications on 
matters relating to the provision of services and the business of the Parish Council.  The email 
system should, therefore, only be used for that purpose. 
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 5.1 General guidance on the use of E-mail systems. 

• The Council’s email system should be used responsibly. 

• Emails are to be written in accordance with the standards of any other written 
communication and the content and language used in the email must be consistent with 
best Council practice. 

• Sent emails must not contain obscene, abusive or profane language. 

• The email system should not be used for spreading gossip, for personal gain or be in 
breach of any of the Council’s Policies e.g. sexual or racial harassment. 

• Confidential information must not be sent externally outside of the Council. 

• Emails are disclosable in any legal action against the Council relevant to the issues set 
out in the email. 

• Emails must not include, either in the text or file attachments, sensitive personal data, 
without appropriate protection, in order to comply with the General Data Protection 
Regulations 2018. 

• Email addresses should be treated, where appropriate, as confidential and care taken 
that private email addresses are not wrongly circulated. 

• Emails sent to groups of people must be relevant to all concerned. 

• Should any member of staff receive an email containing abusive or threatening language 
the Parish Clerk must be informed. 

• Email inboxes will be managed by others when individual members of staff are absent 
from work by using the IT provider to forward e-mails to their line manager or other 
appropriate member of staff. 

• Staff must refuse to accept emails with attachments sent by members of the public to 
facilitate using the photocopying service provided by North Horsham Parish Council.  

• E-mails not of significance must be deleted within 12 months. 

• Significant e-mails should be deleted as soon as appropriate. 
 
6. Use of the Internet  

6.1 The Council’s connections to the closed Parish Council Internet are to be used by 
staff as part of the normal execution of an employee’s job responsibilities for the 
Council’s business and provision of services. Connections to the Internet must only 
by way of IT equipment authorised for the purpose. Councillors using IT equipment 
owned by the Council must abide by this policy. 

 
6.2 Any information (including email messages) that has been down loaded from the 

Internet by whatever means should be checked for computer viruses before being 
loaded onto any machine which is connected to the Council’s network. This is 
necessary in order to avoid the Council’s information systems being subjected to 
computer hacking and software viruses. 

 
6.3 The wi-fi code for the open Internet connection must only be given to hirers of the Hall, 

staff and Councillors. 
 
7. Non-permitted use of the internet 
The following instances are deemed as unacceptable use or  behaviour by employees or 
Councillors.  This list is not exhaustive -  

• Allowing any unauthorised users to access the internet using employees log in 
details; or while an employee is logged on. 

• Visiting internet sites that contain obscene, hateful, pornographic or otherwise 
illegal material. 
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• Passing on such material to colleagues or other external persons or distributing 
and forwarding such material. 

• Using the internet (or email system) to perpetrate any form of fraud; or software, 
film or music piracy. 

• Downloading commercial software or any copyrighted materials belonging to 
third parties, unless the download is covered or permitted under a commercial 
agreement or other such licence. 

• Hacking into unauthorised areas within the Council’s systems or externally. 

• Introducing any form of malicious software into the Council’s network. 

• Gambling. 

• Disclosing of any confidential Council information without express consent. 

• Registering an account on any website being used for personal reasons. 

• Any other areas where the Council reasonably believes may cause them 
concern. 

• The use of memory sticks from third parties to facilitate using the photocopying 
service provided by North Horsham Parish Council. 

 
8. Monitoring and privacy issues. 

8.1 The General Data Protection Regulations 2018 does not prevent the monitoring of 
emails and use of the internet by employees and Councillors on the Council’s IT 
equipment.  The Council’s reasons for such monitoring are as follows –  

• To ensure compliance with the Council’s Dignity at Work Policies. 

• To check for resources utilisation. 

• To maintain the reputation of the Council. 
 
8.2 The Council, may retrieve the contents of all incoming and outgoing email 

messages for the purpose of monitoring whether the use of email system is 
legitimate, to find lost messages and to respond to new incoming messages.  
Retrieval may also be undertaken to assist in the investigations of wrongful acts or 
to comply with any legal obligation. 

 
8.3 Monitoring also includes password protected and deleted items. 

 
9. Consequences of breaches of the Policy.  

9.1 Serious breaches of the Policy in relation to non-permitted use of the internet and 
misuse of the Council’s email system may be treated as gross misconduct and as 
such may be the subject of summary dismissal for employees. 

 
9.2 Less serious breaches of the Policy may result in disciplinary proceedings being 

commenced for employees. 
 
9.3  Breaches of the Policy by Councillors will lead to them not being able to use the 

equipment and being reported to the Monitoring Officer. 
 
 

2. MEDIA POLICY 
The media policy is based on a template issued by the National Association of Local 
Councils 2016. 

Introduction 

1. North Horsham Parish Council (“the Council”) is committed to the provision of 

accurate information about its governance, decisions and activities. Where this 



- 4 - 
North Horsham Parish Council Communications Policies– May 2018 

information is not available via the Council’s publication scheme, please contact the 

Council’s Clerk or Deputy Clerk. 

2. The Council shall, where possible, co-operate with those whose work involves 

gathering material for publication in any form including the use of the internet. 

3. This policy explains how the Council may work with the media to meet the above 

objectives in accordance with the legal requirements and restrictions that apply. 

Legal requirements and restrictions 

4 This policy is subject to the Council’s obligations set out in the Public Bodies 

(Admission to Meetings) Act 1960, the Local Government Act 1972, the Local 

Government Act 1986, the Freedom of Information Act 2000, the General Data 

Protection Regulations 2018, other legislation which may apply and the Council’s 

Standing Orders and Financial Regulations. The Council’s Financial Regulations 

and relevant Standing Orders referenced in this policy are available via the 

Council’s publication scheme and on the Parish Council website  

www.northhorsham-pc.gov.uk. 

5. The Council cannot disclose confidential information or information the disclosure of 

which is prohibited by law. The Council cannot disclose information if this is 

prohibited under the terms of a court order, by legislation, the Council’s Standing 

Orders, under contract or by common law. Councillors are subject to additional 

restrictions about the disclosure of confidential information which arise from the 

code of conduct adopted by the Council, a copy of which is available via the 

Council’s Publication scheme. 

Meetings 

6. A meeting of the Council and its committees is open to the public unless the 

meeting resolves to exclude them because their presence at the meeting is 

prejudicial to the public interest due to the confidential nature of the business or 

other special reason(s) stated in the resolution. In accordance with the Council’s 

standing orders, persons may be required to leave a meeting of the Council and its 

committees, if their disorderly behaviour obstructs the business of the meeting. 

7. Meetings of the Council and its committees include an opportunity for public 

participation and the media may speak and ask questions. Public participation is 

regulated by the Council’s Standing Orders. 

8. The photographing, recording, filming or other reporting of a meeting of the Council 

and its committees (which includes e.g. using a mobile phone or tablet, recording 

for a TV/radio broadcast, providing commentary on blogs, web forums, or social 

networking sites such as Twitter, Facebook and YouTube) which enable a person 

not at the meeting to see, hear or be given commentary about the meeting is 

permitted unless (i) the meeting has resolved to hold all or part of the meeting 

without the public present or (ii) such activities disrupt the proceedings or (iii) 

paragraphs 9 and 10 below apply. 

http://www.northhorsham-pc.gov.uk/
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9. The photographing, recording, filming or other reporting of a child or vulnerable 

adult at a Council or committee meeting is not permitted unless an adult responsible 

for them has given permission. 

10. Oral reporting or commentary about a Council or committee meeting by a person 

who is present at the meeting is not permitted. 

11. The Council shall, as far as it is practicable, provide reasonable facilities for anyone 

taking a report of a Council or committee meeting and for telephoning their report at 

their own expense. 

12. The Council will resolve on an individual basis whether the public may participate in 

a working party. Photographing, recording, filming or other reporting of a meeting of 

a working party is not allowed. 

Other communications with the media 

13. This policy does not seek to regulate councillors in their private capacity. 

14. The Council’s communications with the media seek to represent the corporate 

position and views of the Council. If the views of councillors are different to the 

Council’s corporate position and views, they will make this clear. 

15. The Council Clerk, or Deputy Clerk may contact the media if the Council wants to 

provide information, a statement or other material about the Council. 

16. Subject to the obligations on councillors not to disclose information referred to in 

paragraph 5 above and not to misrepresent the Council’s position, councillors are 

free to communicate their position and views. 

 

Monitoring and review of this policy 

 The Clerk shall be responsible for reviewing this policy every two years or sooner if 

appropriate to ensure that it meets legal requirements and reflects best practice. 

 

 

3. SOCIAL MEDIA POLICY 
 This Social Media Policy is based on a template issued by the Society of Local Council 
Clerks 2016. 
1. Policy statement  

1.1. This policy is intended to help employees including Clerks, RFO’s, Executive Officers, 
part-time, fixed-term and casual employees (collectively referred to as employees in this 
policy), volunteers and members make appropriate decisions about the use of social 
media such as blogs, social networking websites, forums, message boards, or comments 
on web-articles, such as Twitter, Facebook and LinkedIn. 

1.2. This policy outlines the standards we require employees and volunteers to observe when 
using social media, the circumstances in which we will monitor your use of social media 
and the action we will take in respect of breaches of this policy.  

1.3. This policy forms part of the suite of Communications Policies.  
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2. The scope of the policy  
2.1. All employees, volunteers and members are expected to comply with this policy at all 

times to protect the privacy, confidentiality, and interests of our council. 
2.2. Breach of this policy by employees may be dealt with under our Disciplinary Procedure 

and, in serious cases, may be treated as gross misconduct leading to summary 
dismissal. 

 
3. Responsibility for implementation of the policy  

3.1. The council has overall responsibility for the effective operation of this policy.  
3.2. The Clerk is responsible for monitoring and reviewing the operation of this policy and 

making recommendations for changes to minimise risks to our work.  
3.3. All employees, volunteers and members should ensure that they take the time to read 

and understand it. Any breach of this policy should be reported to the Clerk or Chairman. 
3.4. Questions regarding the content or application of this policy should be directed to the 

Clerk.    
                                                                                                                                                    

4. Using social media sites in our name  
4.1. Only an officer nominated by the Clerk is permitted to post material on a social media 

website in the council’s name and on our behalf.  
 
5. Using social media  

5.1. We recognise the importance of the internet in shaping public thinking about our council 
and community. We also recognise the importance of our employees, volunteers and 
members joining in and helping shape local government conversation and direction 
through interaction in social media.  

5.2. Before using social media on any matter which might affect the interests of the council 
you must: 

a) have read and understood this policy and the others in the suite of Communications 
Policies and    

b) employees and volunteers must have sought and gained prior written approval to do 
so from the Clerk. 

 
6. Rules for use of social media  

Whenever you are permitted to use social media in accordance with this policy, you must 
adhere to the following general rules:  
6.1. Do not upload, post or forward a link to any abusive, obscene, discriminatory, harassing, 

derogatory or defamatory content.  
6.2. Any employee, volunteer or member who feels that they have been harassed or bullied 

or are offended by material posted or uploaded by a colleague onto a social media 
website should inform their Line Manager, the Clerk or the Chairman. 

6.3. Never disclose commercially sensitive, personal private or confidential information. If you 
are unsure whether the information you wish to share falls within one of these 
categories, you should discuss this with your Line Manager, the Clerk or Chairman. 

6.4. Do not upload, post or forward any content belonging to a third party unless you have 
that third party's consent. 

6.5. Before you include a link to a third-party website, check that any terms and conditions of 
that website permit you to link to it. 

6.6. When making use of any social media platform, you must read and comply with its terms 
of use. 

6.7. Be honest and open, but be mindful of the impact your contribution might make to 
people’s perceptions of the council.  

6.8. You are personally responsible for content you publish into social media tools. 
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6.9. Don't escalate heated discussions, try to be conciliatory, respectful and quote facts to 
lower the temperature and correct misrepresentations. 

6.10. Don’t discuss employees without their prior approval.  
6.11. Always consider others’ privacy and avoid discussing topics that may be 

inflammatory e.g. politics and religion.  
6.12. Avoid publishing your contact details where they can be accessed and used widely 

by people you did not intend to see them, and never publish anyone else's contact 
details. 
 

7. Monitoring use of social media websites 
7.1. Employees should be aware that any use of social media websites (whether or not 

accessed for council purposes) may be monitored and, where breaches of this policy are 
found, action may be taken against employees under our Disciplinary Procedure.   

7.2. Misuse of social media websites can, in certain circumstances, constitute a criminal  
offence or otherwise give rise to legal liability against you and us. 

7.3. In particular a serious case of uploading, posting forwarding or posting a link to any of 
the following types of material on a social media website, whether in a professional or 
personal capacity, will probably amount to gross misconduct (this list is not exhaustive): 

a) pornographic material (that is, writing, pictures, films and video clips of a sexually 
explicit or arousing nature);  

b) a false and defamatory statement about any person or organisation;   
c) material which is offensive, obscene 
d) criminal, discriminatory, derogatory or may cause embarrassment to the council, 

members, or our employees;   
e) confidential information about the council or anyone else  
f) any other statement which is likely to create any liability (whether criminal or civil, and 

whether for you or the council); or  
g) material in breach of copyright or other intellectual property rights, or which invades 

the privacy of any person. 
Any such action will be addressed under the Disciplinary Procedure and for employees 
may result in summary dismissal. 

7.4. Where evidence of misuse is found we may undertake a more detailed investigation in 
accordance with our Disciplinary Procedure, involving the examination and disclosure of 
monitoring records to those nominated to undertake the investigation and any  
witnesses or managers involved in the investigation. If necessary, such information may 
be handed to the police in connection with a criminal investigation.   

7.5. If you notice any use of social media by other employees or volunteers in breach of this 
policy please report it to your Line Manager, the Clerk or Chairman. 
 

8. Monitoring and review of this policy 
The Clerk shall be responsible for reviewing this policy every two years or sooner if appropriate 

to ensure that it meets legal requirements and reflects best practice. 

 

 

 

 

 

Parish Clerk: Pauline Whitehead BA(HONS) FSLCC 


